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  Premise for Continuous Monitoring 
  HP’s Continuous Monitoring Model 
  Illustrations 
  Take Away Learnings 
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The Opportunity  
Post SOX organizations are inclined to embed compliance 

and assessment (audit) teams to assure good internal 
controls and are committed to operational excellence, 
solid metrics for measuring the process and continuous 
improvement. 

We believe that with some additional focus and 
prioritization, that these organizations can move to a 
continuous monitoring approach and create a better 
control environment with much less investment and 
expense than today’s environment..  

Continuous Monitoring will allow for far fewer audits 
including SOX automated control benchmarking.   
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Build toward a Strategy  
  Continuous Control Measurement (CCM) is a monitoring 

and benchmarking approach adopted by HP internal audit 
to see emerging risk across the enterprise 

  The CCM tools and methodology enable the examiner and 
governance to shift from a historical view to an ongoing 
strategic perspective 

  Since risk and response to risk can be analyzed remotely, 
HP is reducing time and intrusion in the field by 
implementing the CCM tools and methodology 
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Premise for Continuous Control 
Measurement 
  Uncertainty - Less comfort regarding how risk is 

managed results in more testing. 
  Tolerance - Tolerance and control activities go 

together. Low tolerance for risk mean more control 
processes which reduces testing. 

  Response - CCM provides a way for auditors to gain 
visibility to risk tolerance, response to risk and 
generates confidence. 

  Interdependence - It all goes together. Not all of the 
controls in the environment need to be tested to 
conclude on risk.  When one control is strengthened 
it will effect another. 
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Continuous Control Measurement  
makes complex things simple to see. 

. 

Continuous Control Measurement (CCM) 
  Provides a way to reduce uncertainty and assess risk 
  Gives ongoing visibility to risk and the control

 environment 
  Measures key control indicators to isolate outliers  
  Allows a more timely conclusion regarding the control

 environment  
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From project to progress:
 Ongoing benefits of CCM 

  Modeling Key Control Indicators enables us to: 
◦  Link change to real risk and risk response 
◦  Reduce audit uncertainty 
◦  Simplify Sarbanes Oxley testing 
◦  Focus prospectively 

  Measuring Key Control Indicators provides: 
◦  Early possession of information regarding emerging risk 
◦  Current disclosure of changes in the control environment 
◦  Transparent attestation: Precise auditor deployment 
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The Steps Toward Continuous Monitoring 
COSO Guidance on Monitoring Internal Control Systems 

Steps 1, 2 &- 3 
would be 

accomplished in 
collaboration 

with IA… before 
implementation 
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Trending and comparing changes to a predefined threshold will 
sustain and carry forward the Baseline Certification with minimal 
examination. 

Baseline Certification Response Re- validation 

More Coverage, Less Frequent Baseline Certifications 

How Continuous Monitoring Works 
COSO Guidance on Monitoring Internal Control Systems 
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Measuring IT Risk 
  Key Performance Indicators (KPIs) of IT Controls exist at

 various levels in the organization: 
1.  IT Infrastructure Operations 
2. Applications 
3. Financial Processes 

  How does audit assess these controls by area? 



San Francisco Chapter 

1. IT Infrastructure Ops KPIs 
 Changes/Access/Incidents 

2. Apps KPIs 
Change Management 

Security 
Operations 

3. Financial Process KPIs 

Configurable Control  
Settings 

 Exception Data 
 Analytics 

Accounts Receivable (AR) Cycle:  
3 areas of KPIs 

Transaction 
Input 

AR Processing Clean 
 Transactions 

Clear problems  
& unblock 

 transaction 
Blocked 

 Transactions 

Updated 
AR File 

Configurable 
 Controls 

Output 
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Continuous Control Measurement Tools and Methodology 

Accepted Assurance Frameworks 

Alignment is the Key  
Compliance 

• Configurable Controls 

• Exception Data 

Financial  Process Risks Application Risks 

•  Change Management  

•  Security 

•  Operations 

IT Operations Risks 

•  Release & Config Mgt 

•  Identity Management 

•  Incident Management 
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Walkthrough Illustrations 
  Carrie.Gilstrap@hp.com 
  IT Audit Manager 

  Vijay.Venkatesh@hp.com 
  IT Audit Lead 
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What is HP Currently Monitoring? 
  Change Management 
◦  Number of transports 
◦  Users with the ability to develop and migrate changes to 

production 
  Security 
◦  Number of users (active, locked, expired) 
◦  Password parameters 
◦  Privileged access (SAP_ALL, users with ability to maintain 

customer credit terms) 
◦  Terminated employee check 
◦  Segregation of Duties 

  Operations 
◦  Number of users with the ability to create/modify/delete 

jobs 
  Configurable Application Controls 
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Maintenance  
  Change Management: Move to Production 

Process Segregation  
◦  Controls exist to ensure that Developers cannot 

move changes to the Production environment 
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D7 Maintenance –  KPI values 
• Users with Dev Key on DEV instance 
  - showing users from production with a developer key on DEV 

• All users with Dev Key on DEV instance 
 - showing all users with a developer key on DEV 

Last Current 
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Users with DEV Key and Transport
 Management – Comparison Across Systems 
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Number of Transports – D7C (November 2007
 through August 2008) 

Version 
Upgrade in 
May 
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Number of Transports across applications
 (October 2007 through August 2008) 
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Number of Transports across applications –
 Detail Report 
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Number of Users 

Last / Current Month 



San Francisco Chapter 



San Francisco Chapter 



San Francisco Chapter 

Active Users (USED) vs.  
Privileged Users (SAP_ALL) 

History for System: R00 
KPI: Oct-06 Nov-06 Dec-06 Jan-07 Feb-07 Mar-07 

USED 4,230 4,292 4,262 4,200 4,176 4,182 
SAP_ALL 5 5 5 5 5 5 
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SAP_ALL Comparison Across Similar 
Applications (October 2006 – March 2007) 
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SAP_ALL Comparison Across Similar
 Applications (October 2006 – March 2007) 

History for KPI:SAP_ALL 
System Oct-06 Nov-06 Dec-06 Jan-07 Feb-07 Mar-07 

APL  
(Asia Pacific) 9 9 10 10 10 12 

R00 
(North America) 5 5 5 5 5 5 

R01 
(Europe) 3 3 3 2 1 2 
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SAP_ALL Comparison Across Similar
 Applications (June 2008 – Sept 2008) 

Investigate 
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SAP_ALL Comparison Across Similar
 Applications (June 2008 – Sept 2008) 

Investigate 
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SAP_ALL Details for IJ1 – September 2008 
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SAP_ALL Details for APL – September 2008  
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SAP_ALL – Comparison Across Systems – July
 2004 versus September 2008 

Increase over the 4 year period for IJ1 
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Comprehensive User Profile Reports – D7C –
 September 2008 
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Comprehensive User Profile Report Details –
 D7C – September 2008 
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Comparison of Terminated Users Across
 Applications (October 2007 through
 September 2008) 

Investigate 
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Comparison of SOD Conflicts across
 applications – Purchase Orders, Receipts and
 Inventory  
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Comparison of SOD Conflicts across
 applications – Purchase Orders, Receipts and
 Inventory  - Detail report 
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Comparison of SOD Conflicts across
 applications – Vendors, Invoices and
 Payments 
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Comparison of SOD Conflicts across
 applications – Vendors, Invoices and
 Payments – Detail Report 
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Unidentified Dialog Logins – Comparison
 Across Systems 
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Unidentified Dialog Logins – Comparison
 Across Systems – Detail report 
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Job Scheduling - SM37 – Comparison Across
 systems 

Investigate 
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Job Scheduling - SM37 – Comparison Across
 systems – Detail report 
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P2P Process Flow | Application Controls  | KPI - 
Benchmarking 
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Changed/Unchanged/New 
Entries for Procure to Pay 
Controls 

Benchmark Report – Base Month 

P2P Application Controls  | KPI – Benchmark 
Report 
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P2P Application Controls  | KPI – Benchmark 
Report Details 
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Three Way Match – Monitoring Account 
Configuration Changes 

  Correctness and Accuracy of GL Account Postings –  
        - Inventory Account 
        - Accounts Payable Accrual Account 
        - Cost (Price) Differences Account 

  Examples of SAP configuration  
        - Inventory Postings ‘BSX’ (Example: For company code US00, for transaction BSX used for inventory postings, valuation 

class 9031 , the old GL account 1345 changes to some other account) 
         -Cost (price) differences ‘PRD’ (Example: For company code US00, for transaction PRD used for PPV postings, valuation 

class 3100 and no valuation modifier, the old GL account 3352 changes to some other account) 
        - Accounts Payable Accrual ‘WRX’ (Example: For company code US00, for transaction WRX used for GRIR postings, 

valuation class 3100 , the old GL account 2390 changes to some other account)  

  Impact of the Change 
        These are standard accounts configured in SAP that are mapped to the General ledger. These changes will affect GL 

postings 

  Change Category 
        Critical  

  Likelihood of the Change  
Infrequent 

  Additional Procedures Need to assess the magnitude of the change, inquire about the reason for the change, and perform a 
business walkthrough -  
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Example: SAP Configuration – Inventory Postings Configuration for 
Chart of Accounts WFTP, Transaction Key BSX 
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KPI Monitoring Metrics Report – Inventory Postings Configuration for 
Chart of Accounts WFTP, Transaction Key BSX 

Sys 
id: Client: 

Chart 
of 

Account
s: 

Transaction 
Key: 

Valuation 
group 

Valuation 
Class: 

G/L account 
number Debit: 

G/L account 
number Credit: 

D7C 300 WFTP BSX US00 3000 1312999999 1312999999 
D7C 300 WFTP BSX US00 3100 1342999999 1342999999 
D7C 300 WFTP BSX US00 7910 1342999999 1342999999 
D7C 300 WFTP BSX US00 7930 1312999999 1312999999 
D7C 300 WFTP BSX US00 9031 1345999999 1345999999 
D7C 300 WFTP BSX US00 9050 1344CQ9999 1344CQ9999 
D7C 300 WFTP BSX US00 9250 1342999999 1342999999 

Baseline Sample New Entries Changed Entries 



San Francisco Chapter 

Example: SAP Configuration –Accounts Payable Accrual Postings 
Configuration for Chart of Accounts WFTP, Transaction Key WRX 
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SAP Configuration – GR/IR Postings Configuration for Chart of Accounts 
WFTP, Transaction Key WRX 

Sys 
ID: Client 

Chart 
of 

Accounts
: 

Transaction 
Key: 

Valuation 
group 

Valuation 
Class: 

G/L account 
number Debit: 

G/L account 
number Credit: 

D7C 300 WFTP WRX US00 2390019999 2390019999 
D7C 300 WFTP WRX US00 3000 2390019999 2390019999 
D7C 300 WFTP WRX US00 3100 2390019999 2390019999 
D7C 300 WFTP WRX US00 3700 2390019999 2390019999 
D7C 300 WFTP WRX US00 7910 2390019999 2390019999 
D7C 300 WFTP WRX US00 7930 2470019999 2470019999 
D7C 300 WFTP WRX US00 9031 2390019999 2390019999 
D7C 300 WFTP WRX US00 9050 2390019999 2390019999 
D7C 300 WFTP WRX US00 9250 2390019999 2390019999 

Changed Entries Baseline Sample New Entries 
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Example: SAP Configuration –Cost (Price) Variance Postings 
Configuration for Chart of Accounts WFTP, Transaction Key PRD 
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KPI Monitoring Metrics Report – Cost (Price) Variance Postings 
Configuration for Chart of Accounts WFTP, Transaction Key PRD 

D7C 300 WFTP PRD US00 3000 3522999999 3522999999 

D7C 300 WFTP PRD US00 3100 3522999999 3522999999 

D7C 300 WFTP PRD US00 7910 3522999999 3522999999 

D7C 300 WFTP PRD US00 7930 3522999999 3522999999 

D7C 300 WFTP PRD US00 9031 3524999999 3524999999 

D7C 300 WFTP PRD US00 9050 3522999999 3522999999 

D7C 300 WFTP PRD US00 9250 4682049999 4682049999 

D7C 300 WFTP PRD US00 PRA 3000 3522999999 3522999999 

D7C 300 WFTP PRD US00 PRA 3100 3528999999 3528999999 

D7C 300 WFTP PRD US00 PRA 7910 3528999999 3528999999 

D7C 300 WFTP PRD US00 PRA 7930 3528999999 3528999999 

D7C 300 WFTP PRD US00 PRA 9031 3528999999 3528999999 

D7C 300 WFTP PRD US00 PRA 9050 3522999999 3522999999 

D7C 300 WFTP PRD US00 PRA 9250 3528999999 3528999999 

Baseline Sample New Entries Changed Entries 
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Comparison with Baseline – Tolerance Limits 
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Three Way Match – Tolerance Limits – Price
 Variance 
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Three Way Match – Tolerance Limits – Price
 Variance 
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Three Way Match – Tolerance Limits – Price 
Variance 

Mode CoCode Tol. Key Old Val. New Val. Old Check New Check 
New US98 DQ - 200.00 - X 
New US98 LD - 45.00 - X 
New US98 PP - 10000.00 - X 

0 
2 
4 
6 
8 

10 
12 

Number of Company Codes Monitored 
for Invoice Price Variance 

Number of Company 
Codes Monitored for 
Invoice Price Variance 

New Company Code Added 
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Comparison with Baseline – Disbursement
 Bank Accounts 
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Disbursement Bank Account Configuration 
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Disbursement Bank Account Configuration 
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Benchmark Detail Report 
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In Summary 
  Challenges 
  Considerations for Implementation 
  Opportunities 
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Challenges 
  Deciding the measurements 
  Determining how to pull relevant data in a timely 

manner 
  Setting up the automatic pull 
  Dealing with the Audit traditionalist (who may be 

reluctant to change) 
  Following a different way – without a corresponding 

methodology, auditors may not fully benefit from the 
CCM tools. 
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Considerations for Implementation 
  Expect auditors to identify KPIs as they audit 
  Establish practices to ensure accuracy and 

completeness of data 
  Involve external audit 
  Scale appropriately for success 
  Develop audit methodology to accompany the tool 
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  Benchmarking focuses the examiner to consider risk 
and changes to key controls in order to reduce or 
eliminate inspection testing 

  Benchmarking provides an opportunity to shift the SOX 
effort from a checklist-adherence approach to an 
ongoing risk-based view of risk benefiting governance 

Opportunities  

By being able to constantly ‘watch’ systematic controls, 
examiners can more easily and confidently measure the 

operating effectiveness of internal controls.   
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Questions and Collaboration 
Vijay Venkatesh 
Hewlett-Packard, IT Audit Lead 
Vijay.Venkatesh@hp.com 

Carrie Gilstrap 
Hewlett-Packard, IT Audit Manager 
Carrie.Gilstrap@hp.com 

Brad Ames 
Hewlett-Packard, Internal Audit Director 
Brad.Ames@hp.com 
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Continuous Control Measurement Tools and Methodology 

Accepted Assurance Frameworks 

Alignment is the Key  
Compliance 

• Configurable Controls 

• Exception Data 

Financial  Process Risks Application Risks 

•  Change Management  

•  Security 

•  Operations 

IT Operations Risks 

•  Release & Config Mgt 

•  Identity Management 

•  Incident Management 
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Measuring Inactive Users as a Leading Indicator of
 Security Effectiveness 
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Changes in IT Controls Affect  
Sustained Changes in Behavior 

Trends in Revoking Access 

Single HP Finance System 


