Continuous
Monitoring:

Benchmarking Automated Controls

Vijay Venkatesh, IT Audit Lead
Carrie Gilstrap, IT Audit Manager
Brad Ames, Internal Audit Director
Hewlett-Packard Company

Serving IT Governance Professionals

San Francisco Chapter



Agenda

» Premise for Continuous Monitoring
» HP’s Continuous Monitoring Model
» lllustrations

» Take Away Learnings

Serving IT Governance Professionals



The Opportunity

Post SOX organizations are inclined to embed compliance
and assessment (audit) teams to assure good internal
controls and are committed to operational excellence,
solid metrics for measuring the process and continuous
improvement.

We believe that with some additional focus and
prioritization, that these organizations can move to a
continuous monitoring approach and create a better
control environment with much less investment and
expense than today’s environment..

Continuous Monitoring will allow for far fewer audits
including SOX automated control benchmarking.
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Build toward a Strategy

» Continuous Control Measurement (CCM) is a monitoring

and benchmarking approach adopted by HP internal audit
to see emerging risk across the enterprise

» The CCM tools and methodology enable the examiner and
governance to shift from a historical view to an ongoing
strategic perspective

» Since risk and response to risk can be analyzed remotely,
HP is reducing time and intrusion in the field by
implementing the CCM tools and methodology
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Premise for Continuous Control
Measurement

» Uncertainty - Less comfort regarding how risk is
managed results in more testing.

» Tolerance - Tolerance and control activities go
together. Low tolerance for risk mean more control
processes which reduces testing.

» Response - CCM provides a way for auditors to gain
visibility to risk tolerance, response to risk and
generates confidence.

» Interdependence - It all goes together. Not all of the
controls in the environment need to be tested to
conclude on risk. When one control is strengthened
it will effect another.
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Continuous Control Measurement (CCM)

Provides a way to reduce uncertainty and assess risk
Gives ongoing visibility to risk and the control
environment

Measures key control indicators to isolate outliers

Allows a more timely conclusion regarding the control
environment

v Vv

v v

Continuous Control Measurement

makes complex things simple to see.
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From project to progress:
Ongoing benefits of CCM

» Modeling Key Control Indicators enables us to:
> Link change to real risk and risk response
- Reduce audit uncertainty
> Simplify Sarbanes Oxley testing
- Focus prospectively
» Measuring Key Control Indicators provides:
- Early possession of information regarding emerging risk
> Current disclosure of changes in the control environment
> Transparent attestation: Precise auditor deployment
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The Steps Toward Continuous Monitoring
COSO Guidance on Monitoring Internal Control Systems

PriogUZeiy Steps 1, 2 & 3
Risks would be
accomplished in
collaboration
with IA... before

implementation

Identify
Information

3. |dentify
information that

will persuasively
indicate whether the
internal control system
is operating effectively
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How Continuous Monitoring Works
COSO Guidance on Monitoring Internal Control Systems

Trending and comparing changes to a predefined threshold will
sustain and carry forward the Baseline Certification with minimal

examination.
‘Ongoing Monitoring & T
Periodic Separate Evaluations Conelusic

Change Change Change
tees Identified +++¢ |dentified +eeq Identified
: or Needed :or Needed :or Needed

v v v

. Change
=2 Verified
4

Baseline Certification Response Re- validation

More Coverage, Less Frequent Baseline Certifications
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Measuring IT Risk

Key Performance Indicators (KPIs) of IT Controls exist at
various levels in the organization:

1. 1T Infrastructure Operations
2. Applications
3. Financial Processes

How does audit assess these controls by area?
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Accounts Receivable (AR) Cycle:
3 areas of KPIs

3. Financial Process KPIs

- Clear problems _
Blocked 8 el Exception Dgta
Transactions Analytics

transaction

: _ g
Transaction Configurable Configurable Control
Input Controls Settings

- 2. Apps KPIs
Change Management

Clean AR Processing Security
Transactions Operations

1. IT Infrastructure Ops KPIs
Changes/Access/Incidents

>
Updated
AR File
1ISACA
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Alignment is the Key

Compliance

<~ Accepted Assurance Frameworks

—HSA0A®
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Walkthrough Illustrations

» Carrie.Gilstrap@hp.com
» IT Audit Manager

» Vijay.Venkatesh@hp.com
» IT Audit Lead
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What is HP Currently Monitoring?

» Change Management
- Number of transports

- Users with the ability to develop and migrate changes to
production

» Security
- Number of users (active, locked, expired)
- Password parameters

> Privileged access (SAP_ALL, users with ability to maintain
custormer credit terms)

- Terminated employee check
- Segregation of Duties
» Operations

0 NLIIOmber of users with the ability to create/modify/delete
jobs

» Configurable Application Controls

Serving IT Governance Professionals

San Francisco Chapter




Maintenance

» Change Management: Move to Production
Process Segregation

> Controls exist to ensure that Developers cannot
move changes to the Production environment
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D7 Maintenance - KPI values

*Users with Dev Key on DEV instance
- showing users from production with a developer key on DEV

All users with Dev Key on DEV instance

- showing all users with a developer key on DEV
Last Current

User System # 71 7
Senvice # 1 1
by type Reference .. - —— # 0 0
CPIC an"" . # 75 77
Users who have been identified to have a -,
' developer aomuqt on the Dev. instance [ # 0 0
Total ... of this platform 4 s 3715 3691
by usage Neyqub_@-__ — - : # : 77
_ Userswith Dev Key n DEV instance #
special - :
All users with Dev Key on DEV instances #
by profile SAP_ALL # 1 1

—HSACA
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Users with DEV Key and Transport
Management - Comparison Across Systems

Co

25
2
1.5 @ Oct-07
B Nov-07
O Dec-07
1 O Jan-08
0.5 L
ROO RO1 sS20 us1
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Number of Transports - D7C (November 2007
through August 2008)

1400 i
Version
Upgrade in
1200 May
Nov-07
1000 W Dec-07
O Jan-08
800 O Feb-08
W Mar-08
May-08 - TRANSPORTS O Apr-08
600 Value: 1225
. Bl May-08
O Jun-08
400 W Jul-08
@ Aug-08
200
0
TRANSPORTS
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Number of Transports across applications
(October 2007 through August 2008)

03 ‘ sl z| Bz =i & (2)
1400
1200
B Oct-07
— Il Nov-07
I[} O Dec-07
O Jan-08
800
May-08 - D7C W Feb-02
Value: 1225 O Mar-028
600 B Apr-08
O May-08
400 - M Jun-08
M Jul-08
200- O Aug-08
0_

Serving IT Governance Professionals

San Francisco Chapter



Number of Transports across applications -
Detail Report

BlolsBRe T aH-BNYE0

A | B [ C | D n
~__History for KRTRANSPORTS
System | Oct07 | Nov-07| Dec7| Jan-08 | Feb-08| Mar-08| Apr-08| May-08| Jun08 | Jul08 |
APL | T0 34 | 450 2 174 66 - 182 | 20 76 | |
DIC | 69 179 194 5 133 10 2 1225 | 166 B |
W1 36 104 44 9 45 3 23 2 28 12
R00 62 166 183 23 186 87 318 166 105 %
R01 46 104 23 45 A 46 75 100 146 u |
520 Iy 196 44 | 26 3 9 16 | 2
US1 13 65 123 39 47 54 11 63 26 1
| \Sheetl ¥ / 4 i Y
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= HLLP.//IITEPU 1. DUIDEL L. P. CUNL. OUUU/ Sap|\DU TIDILJF 1| AYIMA== )/ DU UdPI>aps uupaud_admin/KRI_Entry. ht - Microsoft Internet Explorer P

File Edit View Favorites Tools Help
e~

SN
w @RI Information System - Data Entry

Business Group GO+IT - SCIT Sysid Installation
Year 2007 v Month 'March v Client
Detail Level OlLlow-1 O Medium -2 ®High -3 Last Data Pull:
- edit data - reset system - close window - help ’
AREA . GROUP | ITEM SITEM UNIT

Last / Current Month

Used (active)
Unused (4 to 6 months)

only dialog | | Unused (= Number of Users
Expired < 395 da 3 months)
| Expired = 39%3 months)
o Locked

Dialog
User System
Service
by type | Reference
| CPIC and Communication
Others

Total number of Logons

by usage | Never logged on
special Users with Dev Key on DEV instance
by profile SAP_ALL

Assigned to Users
Profiles -
Unassigned to Users
User Roles&Profiles _
o Assigned to Users
Roles/Activity Groups -
Unassigned to Users

Display

L T R R R R R L R R L L
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A http://firep01 -boise.itc.hp.com:8000/sap(bD11biZjPTAyMA==)/bc/bsp/sap/zhpaud_admin/KRI_Entry.ht - Microsoft Internet Explorer p

Fle Edit View Favorites Tools Help -7
T = T T T T A~
| | Delete [ = | 30 [ 30 | q
’ | Edit [ & 76 EE [
Transport I -
— ———___Display [ =2 | 77 [ 72 |
| Manual Joumnal Entries (FBO01) [ =2 | 240 | 249 |
E ) [ = | 147 | 184 |
| Purchase Orders [ & | 19 | 1187 [
) ) | Receipts [ =2 | 1344 | 1336 |
Finance Transactions
| Inventory [ = | 234 | 175 |
| Vendors | # | 75 | 88 |
| Invoices [ & 411 | 485 [
| Payments | # | 49 | 51 |
| Vendors, Invoices & Payments | # | 49 | 51 |
Segregation of Duties | POs. Receipts & Inventory | # | 110 | 93 |
| Developer Key & Transport Management | # | 0 | 0 I
| Availability T na | na [
. | Actual Downtime | hours | na | na |
Downtime -
| Elapsed Planned Downtime | hours | na | na |
| Elapsed Unplanned Di | hours | na | na | =
System Availability | Pri 1 calls raised in month [ =2 [ na | na [
e | Pri 2 calls raised in month [ = [ na | na [
| Pri 1 calls outside agreed turnaround | # | na | na |
| Pri 2 calls outside agreed tumnaround | # | na | na | =
| Outages | Unplanned Outages | # | na | na |
e e s 5 e s
.~ MumberofChangeRequests | # | na a2
] R
-
0 of Emergenty é =
~ minpasswodlengh & 8 8
. pssswodexpion  #days % s
. PWminreq lettersDigisSpecials  LDS - -
. tmeunflawologost #sec 720 7200
. dlowedfaledloginattempts & 5 &
. atemptsuntilsessiomends & 5 5
~ sessontmeowt #mn  na  na
s ypn
. SAP'lastPWchange(YYMMDD) | date  osoez  oeoeze
S e ym
.~ DDClastPWchange (YYMMDD) | date  oewe2«  oeseze
. swCPC_yp  n
| SAPCPClastPWchange (YYMMDD) | date | oto2iz  oroaiz a
—HSACA
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’3 Standard Excel Spreadsheet for Reports - Microsoft Internet Explorer provided by Hewlett-Packar - I O |l|
) | Fie Edt View Favortes Tools Help ‘ L l
Business Group GO+IT
V'S
Year [20077| yser list of SAP_ALL —
Detail Level &~ Low
» edit data -+ reset
AREA [T Report Table - -
| | o s =828 Y 8 —
A | B | C | D [ E | = | —
1
2 | Ne~~ Logon name: Client: Email: Logon type: User group: p
3 1 APOREMO 007 CPIC/COMM | INTERFACE
or| 4/ 2 |APOREMT BSOl 007 CPIC/COMM | INTERFACE ——
5 3 SAP* 007 DIALOG SUPER USER -
6\ 4 VISTA 007 SYSTEM INTERFACE
7 \5 WORKFLOW| 007 SYSTEM BATCH
8
9| —
User 10| ———
1]
I 12
3] =
14 —
A5 —
16|
17 ——
— 11 ~|—
T T 7 T T |/ |
| by profile \ SAP_ALL | # | \
‘ Assigned to Users ‘ # | ‘
Profiles -
‘ Unassigned to Users ‘ # | 1605 ] 1584 ‘
User Roles&Profiles -
N ] Assigned to Users | # | 5271 | 543 |
Roles/Activity Groups -
] Unassigned to Users | # | 1723 [ 1703 |
y ABAP Editor (SE38) | # | 159 | 1 y
] User Administration (SUO1) | # | 8 | 8 \
| Table Maintenance (SM30/SM31) | # | 2441 | 2383

—HSACA
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Active Users (USED) vs.
Privileged Users (SAP_ALL)

History for System: ROO
5000
4000‘_ —© ‘ < . g
3000
-9~ USED
- SAP_ALL
2000 =
1000
0 ) i ) i i
Oct-06 Nov-06 Dec-06 Jan-07 Feb-07 Mar-07
History for System: R00
KPI: Oct-06 Nov-06 Dec-06 Jan-07 Feb-07 Mar-07
USED 4,230 4,292 4,262 4,200 4176 4,182
SAP ALL 5 5 5 5 5 5

—HSACA
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SAP_ALL Comparison Across Similar
Applications (October 2006 - March 2007)

History for KRI:SAP_ALL

8 -0~ APL
-m- R00
6 A RO1
T o o o o o
4
A JAN FAN
2 riy 1Y
FAY
0 . :
Oct-06 Nov-06 Dec-06 Jan-07 Feb-07 Mar-07
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SAP_ALL Comparison Across Similar

Applications (October 2006 - March 2007)

History for KPI:SAP_ALL
System Oct-06 Nov-06 Dec-06 Jan-07 Feb-07 Mar-07
(AsiaA Ela_cific) 9 9 10 10 10 12
(NorthRA(\)nczerica) 5 5 o 5 5 5
(Esr%:)e) 3 3 3 2 1 2
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SAP_ALL Comparison Across Similar
Applications (June 2008 - Sept 2008)

50
40 .
Investigate
20 | | @ Jun-08
| Jul-08
0O Aug-08
20 | | O Sep-08
10“” |
04 S i — - - . - -
APL D7C 1 ROO RO1 S20 us1
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SAP_ALL Comparison Across Similar
Applications (June 2008 - Sept 2008)

oo 4 Be s -39 Y B

A B C D | - Investigate | ) ] [ -
1
~ System | Jun-08 | Jul-08 AugﬁCM /
| APL 11 13 13 14 |
1| Dic 1 1 1 1 s

1J1 37 39 40 [ 40\>

R00 4 4 4 T2

R01 6 4 4 4 Bl
: S20 12 12 12 |
L US1 3 3 3 k)
—\Sheetl v / < T L A
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SAP_ALL Details for |J1 - September 2008

(f Standard Excel Spreadsheet for Reports - Windows Intemet Explorer

File Edit View Favorites Tools Help
Google |Cl+ E] Go {» &2 &~ ‘ €% Bookmarksv 510 blocked ‘ % Check v ' Autolink v ZutoFill | e Send tov () Settingsv
e — List of 40 |
Logon name: | Client: UserlD: Email” Logon type: User group: ~prise Dir. - Emp| Logon status: | Logon created: n valid to: Last logon:
20354062 100 kritika_khemani@hp.com ka_khemafli@hp.d DIALOG BASIS:SECRTY | ) 20354062 USED 30.07.2008  [{/ 31.12.9999 12.09.2008
20387283 100 luis-enrique.perez@hp.com Enrique.pe hp DIALOG BASIS SECRTY]/ 20387283 USED 07.03.2008 [\, 31.12.9999 11.09.2008
ALEREMOTE 100 basisuser@hp.com pasisuser@hp.Com=.CPIC/COMM INTE USED 19.01.2005 N 03.09.2008
APOREMT 1J1 [ 100 SYSTEM NTERFACE USED 01.06.2007 31.12.999F 0%
BATCHAM 100 batchuser@hp.com patchuser@hp.cor| SYSTEM BATCHUSER USED 03.07.2003 - 31.08.2008
BATCHBO 100 batchuser@hp.com atchuser@hp.cor SYSTEM BATCHUSER USED 05.09.2001 - 28.08.2008
BATCHCV 100 batchuser@hp.com batchuser@hp.con SYSTEM BATCHUSER USED 11.02.2002 - 01.09.2008
BATCHGL 100 batchuser@hp.com patchuser@hp.cor| SYSTEM BATCHUSER USED 16.02.2001 - 02.09.2008
BATCHIE 100 batchuser@hp.com batchuser@hp.cor] SYSTEM BATCHUSER UNUSED1 09.02.2001 - 19.08.2008
BATCHLTA 100 batch_sap@hp.com atch_sap@hp.cor| SYSTEM BATCHUSER USED 13.09.2002 - 24.07.2008
BATCHLTE 100 batchuser@hp.com batchuser@hp.cor| SYSTEM BATCHUSER UNUSED1 13.09.2002 - 26.03.2007
BATCHMRS 100 basisuser@hp.com basisuser@hp.con| SYSTEM BATCHUSER UNUSED1 16.10.2003 - 26.03.2007
BATCHPR 100 batchuser@hp.com batchuser@hp.con SYSTEM BATCHUSER USED 09.02.2001 - 30.08.2008 =
BATCHSAP 100 batchuser@hp.com atchuser@hp.cor SYSTEM BATCHUSER USED 21.08.2003 - 02.09.2008
BATCHSD 100 batchuser@hp.com batchuser@hp.con SYSTEM BATCHUSER UNUSEDA1 11.02.2002 - 22.09.2007
BATCHSG 100 batchuser@hp.com batchuser@hp.con SYSTEM BATCHUSER USED 24.10.2001 - 02.09.2008
CMUSER 100 basisuser@hp.com pasisuser@hp.con| SYSTEM INTERFACE UNUSED2 03.12.2001 - 03.12.2001
DDIC 100 basisuser@hp.com basisuser@hp.con| CPIC/COMM SUPER UNUSEDA1 19.06.1992 - 28.03.2007
ELAINEL 100 elaine.lee@hp.com Elaine_lee@hp.con| DIALOG IT DEVELOPER 00355340 USED 02.11.2006 31.12.9999 12.09.2008
FAXUSER 100 basisuser@hp.com basisuser@hp.con| CPIC/COMM INTERFACE USED 16.11.2003 - 10.03.2008
FINCPIC 100 basisuser@hp.com basisuser@hp.con| CPIC/COMM INTERFACE USED 04.10.2001 - 03.09.2008
IJ1BATCH 100 batchuser@hp.com SYSTEM INTERFACE - - -
IXOSCPIC 100 basisuser@hp.com basisuser@hp.con| SYSTEM INTERFACE UNUSED2 09.11.2004 - 25.10.2005
0885302620 100 basisuser@hp.com basisuser@hp.con| DIALOG SAPNET EXPIRED1 10.04.2008 01.05.2008 16.04.2008
PAPIDOC21J1 100 basisuser@hp.com pasisuser@hp.con| CPIC/COMM INTERFACE USED 12.09.2007 31.12.9999 -
RFCCONNECT 100 basisuser@hp.com basisuser@hp.con| CPIC/COMM INTERFACE USED 07.12.2000 - 03.09.2008
RSIMA2445ALE | 100 basisuser@hp.com basisuser@hp.con| CPIC/COMM INTERFACE USED 09.02.2001 - 03.09.2008
SAP* 100 basisuser@hp.com pasisuser@hp.con| DIALOG SUPER UNUSED2 16.01.2001 31.12.9999 28.03.2007
SAP439650 100 hugh.oconnor@hp.com gh.oconnor@hp.ci DIALOG SAPNET 00117436 EXPIRED1 28.05.2008 20.06.2008 09.06.2008
SAPOSS1 100 basisuser@hp.com basisuser@hp.con| DIALOG SAPNET EXPIRED2 07.01.2002 17.11.2006 08.11.2006
SPLOADER_IE [ 100 basisuser@hp.com asisuser@hp.con| CPIC/COMM INTERFACE UNUSED2 02.04.2001 - 02.06.2004
SRM3RFC 100 scitsapsecurityamericas@hp.com c-it-basis-team@l{ CPIC/COMM INTERFACE USED 17.01.2001 - 19.08.2008
TIDAL21J1 100 CPIC/COMM INTERFACE - - -
TWW_TKX 100 basisuser@hp.com SYSTEM INTERFACE - - -
TWW TKX IE 100 basisuser@hp.com basisuser@hp.con| SYSTEM INTERFACE USED 09.02.2001 - 04.04.2008
TWW TKX PR 100 basisuser@hp.com pasisuser@hp.con| SYSTEM INTERFACE USED 09.02.2001 - 30.05.2008
TWW_TKX SG 100 basisuser@hp.com basisuser@hp.con| SYSTEM INTERFACE USED 25.10.2001 - 28.05.2008
TWW TKX WC | 100 basisuser@hp.com pasisuser@hp.con| SYSTEM INTERFACE USED 19.06.2002 - 26.10.2007 ~

SACA
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SAP_ALL Details for APL - September 2008

2Bz tH-BRY

PR List of 14 login(s:
Logon name: | Client: UserlD: Email: 7 Logontype: | User group™prise Dir. - Emp| Logon status: | Logon created:| Logon valid to:| Lastlogon:
00401213 | 016 santiago.elias@hp.com tiago cias@hp. o DIALOG SUPER 1 0401213 USED 15.05.2008 ‘Nl&@ 11.09.2008
ALEUSER | 016 apladm(@hp.com apladm@hp.com| CPICICOMM | CPIC USED 16.12.2000 : 11.09.2008
ALCE45 | (01 basisuser@hp.com pasisuser@hp.con  CPIC/ICOMN CPIC USED 02072001 11092008
APFUSNBATCH] 016 |  apfusnbatch@sappap.sapnet hp.com SYSTEM | BATCH PSDA - -
CIDJCPC | 016 basisuser@hp.com pasisuser@hp.con  CPICICOMM CPIC LOCKED | 20.11.2000 09.09.2008
__oe 016 randy alabado@hp.com dy alabado@hp.c|  DIALOG SYSTEM | Q0375747 | UNUSED2 | 14.11.2000 04.01.2008
FINCRIC | 016 basisuser@hp.com pasisuser@hp.con| CPICICOMM | CPIC USED 01.03.2009 02.05.2008
IOSCPIC | 016 basisuser@hp.com pasisuser@hp.con  SYSTEM CPIC USED 09.12.2005 : 14.05.2008
SAPOSS | (16 basis@hp.com basis@hp.com | DIALOG  |FRIN NOSAPAP EXPREDT | 27032008 | 19.06.2008 | 10.07.2008
SOLMAN RFC | 016 kumar-{alit mangla@hp.com ~ pasisuser@hp.con|  CPIC/ICOMM CPC 20063191 LOCKED | 20092005 | 31129999 | 11.09.2008
TIDAL2APL | 016 sudhir kulkami@hp.com thir kulkami@hp.. CPICICOMM AT 20191499 USED 09012000 | 31129999 | 11.09.2008
USRBATCH | (16 michagl ullkoetier@hp.com ~ [ael rulloetter@hpl  SYSTEM |  SYSTEM | (00116165 | UNUSED2 | 02.03.2007 : 09.03.2007
WF-BATCH | (016 batchuser@hp.com uichun@email.coy  SYSTEM | BATCH CIDJ USED 02.04.2001 11.09.2008
WORKFLOW | (016 worklow@ctss232 sgphp.com  w@ctss23sgpll  SYSTEM | BATCH CIDJ UNUSED? | 02042001 16.08.2001

—HSACA
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SAP_ALL - Comparison Across Systems - July
2004 versus September 2008

System

APL
RO1
ROO

1J1

D7C

Jul-04 Sep-08
23 14

38 4

7 4

33 40

1 1

Number of Users with access to SAP_ ALL (July 2004 versus September 2008)

45

40
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25

20

ver

dforlJ1

APL

RO1

ROO [ &

D7C

M Jul-04
M Sep-08
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Comprehensive User Profile Reports - D7C -
September 2008

4000

3500

@ Oct-07
B Nov-07
O Dec-07
O Jan-08
B Feb-028
O Mar-028
B Apr-028
0O May-08
MW Jun-028
@ Jul-08

O Aug-03
B Sep-038

3000

2500

2000

1500

i
500 Iﬂl
0 T 1 . 1

1000

ALLDEY
NEVER
EXPIRED1
EXPIRED2
LOCKED
UNUSED1
UNUSED2
USED
SAP_ALL
DIALOG
OTHER
SERVICE
SYSTEM

TOTAL_ALL

1
L
o
O
—
=
L
O

TERMINATED
(NIDENTIFIED
CPIC_COMM
REFERENCE

—HSACA

Serving IT Governance Professionals

San Francisco Chapter



Comprehensive User Profile Report Details -
D7C - September 2008

A B C D E F G H I J K L
History for System: D7C
KRI: Nov-07 Dec7 Jan-08 Feb-08 Mar-08 Apr-08 May-08 Jun-08 Jul-08 Aug-08 Sep-08
ALLDEV 51 51 51 51 36 3 3 40 41 55 65
DEVELOPER 3 U k] 3 0 30 2 i 2 kK| 3
NEVER 81 lii 5 i 69 66 9 1 67 84 17
EXPIRED1 445 450 473 539 4% 462 i 302 420 416 454
EXPIRED? 3 3 3 3 5 5 4 4 4 5 2
LOCKED 2 8 21 2 18 0 18 ki 2 i 3
TERMINATED 8 5 3 b 2 16 1 § 4 2 kij
UNIDENTIFIED 143 192 141 125 150 145 140 11 142 13 4
UNUSED! 5 4 3 5 ) 1 8 b 4 b 5
UNUSED? 10 12 1 15 15 16 13 16 2 2 17
USED 2960 2990 2895 2818 240 2934 2912 3003 3007 3078 3029
SAP ALL 1 1 1 1 1 1 1 1 1 1 1
CPIC COMM 50 59 60 60 75 [ 1 74 Th £ 17
DIALOG 348 67 3409 3409 79 UU U3 348 382 3568 3542
OTHER 0 0 0 0 0 0 0 0 0 0 0
REFERENCE 0 0 0 0 0 0 0 0 0 0 0
SERVICE 1 1 i 1 1 1 1 1 1 1 1
SYSTEM 69 69 69 69 i 71 71 71 1 i i
TOTAL AL 3626 37 375 3594 3629 3715 3691

—HSACA
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Comparison of Terminated Users Across

Applications (October 2007 through
September 2008)

3
Investigate

250 B Oct-07
Bl Nov-07
O Dec-07

200
O Jan-08
H Feb-08

150 O Mar-08
B Apr-08
O May-08

100 M Jun-08
B Jul-08
O Aug-08

S0+
B Sep-08
0 - -—
APL D7C 1 ROO RO1 S20
Sep-08 - APL

Value: 241
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Comparison of SOD Conflicts across
applications - Purchase Orders, Receipts and

Inventory

350

3004

2504

2004 B Oct-07
H Nov-07

150 O Dec-07
O Jan-08

1004

S04 I

APL D7C 1 ROO RO1 S20 us1
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Comparison of SOD Conflicts across

applications - Purchase Orders, Receipts and

Inventory - Detail report
BlolsRBz|a4-BWYBEQ
-ﬂ-l!l
1] for KRI:POR
System _Octi)l Nov07| Decd7| Jan-08
TR EEE
Dic | ® | 40 | @ -
] % | % | & | 7
R0 | 3] s |7
R T o [ 9% [ % |0 B
S0 | u | x| 1| -
St | 4 | o4 | 4 | u

S

m

: ‘\Sheetl b /

Serving IT Governance Professionals

San Francisco Chapter



Comparison of SOD Conflicts across

applications - Vendors, Invoices and
Payments

3 | M £s 2] Z| | D A= |=tez=22E | ¢ | BEO w|@
200
1754
150+
1254
3 Oct-07
100 B Nov-07
0O Dec-07
7S+ 0O Jan-08
S0
B ﬂ m
0 Ll L) Ll
U1 ROO RO1 S20
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Comparison of SOD Conflicts across

applications - Vendors, Invoices and
Payments - Detail Report

Bloltp@z N-H-BRYE0
A B¢ |0 |
1] History for KRI:VIP |
. System | Oct07 | NovO7| Decdi| Jan-08
- APL - 74 | 181 | 104
DIC | 4 46 4 -
1 b1 62 65 7
RIO | 96 62 62 62
ROT | 156 | 159 | 165 | 169
S0 | X 3 A -

) ‘\Sheetl

m

(]
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Unidentified Dialog Logins - Comparison
Across Systems

=3 24 &4 S - 12)

600

S00

O Oct-07
B Nov-07
O Dec-07
400 O Jan-08
B Feb-08
O Mar-08
B Apr-08
O May-08
M Jun-08
@ Jul-08
O Aug-08
H Sep-08

S20 us1
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W 0O ~] O N B W M

Unidentified Dialog Logins - Comparison
Across Systems - Detail report

History for KRI:UNIDENTIFIED

System | Oct07 | Nov07 | Dec07| Jan-08 | Feb-08 | Mar08 | Apr08 | May-08 | Jun-08 | Jul-08 | Aug-08 | Sep-08

APL 160 186 186 134 98 349 118 119 112 128 169 44

D7C 166 143 152 141 125 150 145 140 141 142 135 4

1 28 480 28 30 28 28 k) 35 30 21 26 1

R00 249 251 265 257 217 217 210 202 195 177 17 4

R01 159 292 169 156 134 122 157 156 147 140 133 b

S20 16 135 b4 9 9 46 46 46 47 46 44 0

US1 9 11 8 8 8 8 8 8 8 8 8 12
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Job Scheduling - SM37 - Comparison Across
systems

800
Investigate
700
@ Oct-07
800 H Nov-07
0O Dec-07
500 Jul-08 - RO1 O Jan-08
Value: 672 B Feb-08
400 O Mar-08
B Apr-028
300 O May-08
M Jun-08
200 - =3 Jul-03
. O Aug-08
ML
D7C U1 ROO RO1 S20 us1
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Job Scheduling - SM37 - Comparison Across
systems - Detail report

BloldBR[z |4 5B R

m

A [ B | C [ D n
| History for KRI: SM37
System | Oct-07 | Nov-07 | Dec07| Jan-08 | Feb-08| Mar-08 | Apr-08 | May-08| Jun-08| Jul-08

APL - 208 213 218 225 232 224 239 250 245
D7C 211 267 213 248 263 260 202 207 207 328
1 103 100 102 115 121 129 136 141 142 147
RO0 149 130 131 131 131 139 145 145 226 233
R01 478 495 614 617 642 664 656 660 662 672
S20 68 74 67 68 76 60 60 68 66 94
US1 75 75 74 73 52 67 67 67 66 65

\Sheetl v / ¢ M
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P2P Process Flow | Application Controls | KPI -
Benchmarking

P2P 01
Vendor Master

Record

Purchase
Requisition

Manual
Process

P2P 03
Purchasing
Information

Record

P2P 02
Material Master
Record

P2P 04
Purchase
Order

P2P 10
Pre-Defined
Authorizations

Goods
Receipt

P2P 09
Purchasing
Price Variance

P2P 07
Three-Way
Match

Vendor
Invoice

P2P 08
Disbursement
Cycle

. Pay
Vendor

P2P 11 P2P 12
Cycle Standard
Counts Revision
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P2P Application Controls | KPI - Benchmark
Report

HP SAP Audit Information System (KPI)

Documentation

-] Data Entry
Monthly KPI
Start Load

-] Reports
SYSTEM HISTORY
>Top5 basis trend
>Users trend
KRI HISTORY
>Availability
>Transports
>Used Logins
RATIO REPORTS
>Rate of Change
>Ratio Users:Profiles
COMPLETE HISTORY
User Roles
PROFILE CHANGES
USER CHANGES
TRANSPORTS
EMPLOYEE ACCOUNTS
SOD CONFLICTS

[=] Application Controls
Benchmark Report
KPI Report
Table Change Logs

" Login requests

®" HPSC SSTincident
requests

® Email to tool support

Base Audit:

Base month: 12

Compare month: September ~

- details - exit page

Please select controls:

SOX-P2P App Controls - Velocity - 2008 (2008068)
Base month and Base year are determined by date of last audit.

Base year:

Compare year:

Procure-to-Pay Controls

All controls

v

2007
2008 ~

[C] Standard Configuration (00)

[T] Vendor Master (01)

[T] Material Master (02)

[T Purchase Information Record (03)

[7] Lockbox Payments (04)

[T] 2-way match (05)

HP Audit Information System - Application Controls - Benchmark Report

Benchmark Report — Base Month

changed entries

new entries

new entries
new entries

Changed/Unchanged/New
Entries for Procure to Pay
Controls

—HSACA
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P2P Application Controls | KPl — Benchmark
Report Details

Al v (- fe | Benchmark report for Standard Configuration E
A B C D E F G H 1 J K L 3
36 Comparison of Account Assignment Categories
37 Mode |AcctAssCat )ld O :
88 No Changes in Account Assignment Categories
89
90 Comparison of Standard Accounts
91 Mode Chrt/Accts Trans. Val.gp.cde Acct modif Val. Class ——
92 New WFTP WRX Usoo 3700 2390019999 2390019999
93 Comparison of Delivery Complete Flag
94 Mode [Plant Del. comg
95 New | 6450 : X

96 Comparison of Tolerance Limits

97 Mode CoCode Tol. Key l:l New Check _WE

98 New US98 DQ 0.00 200. 00 -
99 New US98 LD - 45.00 - X - - - 45.00 -
100 New Us9s PP - 10000.00 - X - - - 10000.00 -

101 Comparison of Duplicate Invoice Check

102 Mode CoCode ———m—— New Threshold
103 New Us9s 0.00

104 Comparison of Tax Codes

Hiik

105 Mode CoCode New Credit
106 New US98

107 Comparison of Payment Blocks

102 Mode [Pymtblock [ OWTEXTL | NewTEXTL [ OIdCHART | New CHAR1 [ Old Pmnts bick [ New Pmnts bick [ Old Not chgble | NewNotchgble [
109 No Changes in Payment Blocks

111 Comparison of Standard Accounts

112 Mode [Chrt/Accts |Trans. [val.gp.cde [Acct modif |Val. Class | OldG/Lacct | NewG/Lacct | OdGlLacet | NewGlacet [
113 No Changes in Standard Accounts

114 Comparison of Payment Methods

115 Mode [CoCode Id ] NewCoCd | | NewULSK1 [ | NewULSK2 [ | NewuLSD1 [ New ULSD2

116
117 Comparison of Ranking Order for automatic Payments
M 4 » M| Sheetl Sheet2 ~ Sheet3 ~¥J <

No Changes in Payment Methods

—HSACA
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Three Way Match - Monitoring Account
Configuration Changes

»  Correctness and Accuracy of GL Account Postings -
- Inventory Account
- Accounts Payable Accrual Account
- Cost (Price) Differences Account

> Examples of SAP configuration

- Inventory Postindgs ‘BSX’ (Examgle: For company code US00, for transaction BSX used for inventory postings, valuation
class 9031 , the old GL account 1345 changes to some other account)

-Cost (darice) differences ‘PRD’ (Example: For company code USOO, for transaction PRD used for PPV postings, valuation
class 3100 and no valuation modifier, the old GL account 3352 changes to some other account)

- Accounts Payable Accrual ‘WRX’ (Example: For company code US0O, for transaction WRX used for GRIR postings,
valuation class 3100 , the old GL account 2390 changes to some other account)

»  Impact of the Change

These are standard accounts configured in SAP that are mapped to the General ledger. These changes will affect GL
postings

»  Change Category
Critical

»  Likelihood of the Change
Infrequent

»  Additional Procedures Need to assess the magnitude of the change, inquire about the reason for the change, and perform a

business walkthrough -

—HSACA
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Example: SAP Configuration - Inventory Postings Configuration for
Chart of Accounts WFTP, Transaction Key BSX

SAP.

Py A T TN N AT Ny an an OB TR [ AT = =, = (Fm) L Ny ;‘;’
G| 000 adH @@ SHE nhan R e®E B—
HE @® —

Display FI Configuration: Automatic Posting - Accounts

Eml Posting Key Hé Procedures || Rules |

CherofActotnist  WFTP
Transaction  BSX

Account assignment

Valuation ... |Valuation cl...|Ax:count

PROG 3000 1312999999 (4]

PROO 3100 1342000000 (~]

PREO 7910 1342909999

PREO 7930 1312999999

PREO 9031 1345009909

PREO 9250 1342999999

Usan 1312999999

I=E 100 134

Usan 7910 1342909909

Usen 7930 1312999999

Usan 9031 1345009909

Usen 2050 1344C09999

Usan 9250 1342909909 [«]
[+]

(][] I <[]

| Position |

- Dbjovcldhpmisi2 NS| . 7
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KPI Monitoring Metrics Report - Inventory Postings Configuration for
Chart of Accounts WFTP, Transaction Key BSX

_Sys Client: (E)T"art Transaction Valuation Valuation G/L accoupt G/L accour_lt
id: Account Key: group Class: number Debit: number Credit:
s:
D7C 300 WFTP BSX usoo 3000 1312999999 1312999999
D7C 300 WFTP BSX usoo 3100 1342999999 1342999999
D7C 300 WFTP BSX usoo 7910 1342999999 1342999999
D7C 300 WFTP BSX usoo 7930 1312999999 1312999999
D7C 300 WFTP BSX usoo 9031 1345999999 1345999999
D7C 300 WFTP BSX usoo 9050 1344CQ9999 1344CQ9999
D7C 300 WFTP BSX usoo 9250 1342999999 1342999999
Baseline Sample New Entries Changed Entries -

—HSACA
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Example: SAP Configuration -Accounts Payable Accrual Postings
Configuration for Chart of Accounts WFTP, Transaction Key WRX

g AH @@ CHE pnon BE QB S
Display FI Configuration: Automatic Posting - Accounts

Eml Posting Key Hé Procedures || Rules |

CherofActotnist  WTP
Transaction WRX.

Account assignment

Valuation ... |Valuation cl...|Ax:count
usoo 2390019999
usoo 3000 2390019999
usoo 100 390019999 i
Usoo 7910 390019999 |
usoo 7930 2390019999
usoo 9031 2390019999
usoo 9050 2390019999
usoe 9250 2390019999

(0] I [ (<1 E)

L o ] (« ][]

| Position |

- Dbjovcldhpmisi2 NS| . 7
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SAP Configuration - GR/IR Postings Configuration for Chart of Accounts

WFTP, Transaction Key WRX

Sys Client (;P;art Transaction Valuation Valuation G/L accoupt G/L accour_lt
ID: Accounts Key: group Class: number Debit: number Credit:
D7C 300 WFTP WRX usoo 2390019999 2390019999
D7C 300 WFTP WRX usoo 3000 2390019999 2390019999
D7C 300 WFTP WRX usoo 3100 2390019999 2390019999
D7C 300 WFTP WRX usoo 3700 2390019999 2390019999
D7C 300 WFTP WRX usoo 7910 2390019999 2390019999

D7C 300 WFTP WRX usoo 9031 2390019999 2390019999

D7C 300 WFTP WRX usoo 9050 2390019999 2390019999

D7C 300 WFTP WRX usoo 9250 2390019999 2390019999
Baseline Sample New Entries Changed Entries -
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Example: SAP Configuration -Cost (Price) Variance Postings
Configuration for Chart of Accounts WFTP, Transaction Key PRD

SAP.
@ 10 eee LHE DDOD MR @B e
Display FI Configuration: Automatic Posting - Accounts

‘4| »| PostingKey | R Procedures | Rules

CherofActolnist  WFTP.
Transacton  PRD.

Account assignment

Valuation ... |General m... |Valuation cl...|Account
Usea 3000 3522999999 (4]
Usee 3100 3522099999 [+]
useo 7910 3522999999

22999999
usee 9050 3522999999
usoe 9250 4682049999
usee PRA 3000 3528999999
usee PRA 3100 3528999999
usee PRA 7910 3528999999
usoe PRA 7930 3528999999
usee PRA 9031 3528999999
usee PRA 9050 3522999999 (4]
usoe |PRA 9250 3528999999 [+]

(<[] I <[ »]
| Position |

. DbjopvCldhpmisi2 NS . 7
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KPI Monitoring Metrics Report - Cost (Price) Variance Postings

Configuration for Chart of Accounts WFTP, Transaction Key PRD

D7C 300 WFTP PRD usoo 3000 3522999999 3522999999
D7C 300 WFTP PRD usoo 3100 3522999999 3522999999
D7C 300 WFTP PRD usoo 7910 3522999999 3522999999
D7C 300 WFTP PRD usoo 7930 3522999999 3522999999
D7C 300 WFTP PRD usoo 9031 3524999999 3524999999
D7C 300 WFTP PRD usoo 9050 3522999999 3522999999
D7C 300 WFTP PRD usoo 9250 4682049999 4682049999

D7C 300 WFTP PRD usoo PRA 3100 3528999999 3528999999

D7C 300 WFTP PRD usoo PRA 7910 3528999999 3528999999

D7C 300 WFTP PRD Usoo PRA 7930 3528999999 3528999999

D7C 300 WEFTP PRD usoo PRA 9031 3528999999 3528999999

D7C 300 WFTP PRD Usoo PRA 9050 3522999999 3522999999

D7C 300 WFTP PRD Usoo PRA 9250 3528999999 3528999999
Baseline Sample New Entries

~~Bisacy
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Comparison with Baseline - Tolerance Limits

KPI SNAPSHOT VIEWER - VELOCITY P2P
APPLICATION CONTROLS

LOG ONTO KPI

Click on a process name for viewing the process flow and documentation for that
process. Please note that the bullets below are collapsible. Under each area, you will
find links for accessing configuration screenshots from the Dec 2007 audit and a link
to the September 2008 KPI detail reports for comparison

 Three Way Match - Account Configuration
+ Disbursements to Vendors
« Three Way Match - Tolerance Settings
Quantity Variance - DQ
Price Variance - PP
= Baseline - December 2007 Velocity Applicatjon
Controls Audit - PP Tolerance Setting For company] coda|UST0, i
s KPI Report - September 2008 - PP Tolerance |upper and lower limit value for
Settin tolerance setting PP is 10000
o Blanket PO Time Limit Exceeded - LD
Standard Revision
Goods Issue
Material Master Data
Vendor Master Data
Chart of Accounts and related Configuration changes due to
Version Upgrades

(8]

(]
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Three Way Match - Tolerance Limits - Price
Variance

QI DEHB IOHDLHAFE

@l alaBc

Display View "Tolerance Limits": Details

| Percentage
O Do not check @® Do not check
® Check limit O Check limit
Val. Tolerance limit %

Percentage
O Do not check @® Do not check
® Check limit © Check limit

val. 10,000.00 Tolerance limit %

—HSACA
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Three Way Match - Tolerance Limits - Price
Variance

=) ¥ | Arial vj10 ~ il | =¢ General i A g=Insert ~ 3 - A? ﬁ
B 53 ||B|Z U -[|A a7 [EE~||$ ~ % | 3% Delete - || [g]~ Z
KPI SNAPSHOT VIEWER - VELOCITY P2P Paste ol A . <0 | Styles | o, Format - || &2 - Sort & Find &
APPLICATION CONTROLS N — lied|l 0010 b £ Filter v Select ~
Clipboard ™ Font i Alignment IFl Number & Cells Editing
F2 v e [ Lower Perc.: ¥
LOG ON TO KPI
A B G D s E G H
1 List of 10 limit(s):
Click on a process name for viewing the process flow and documentation for tha| | 2 Sysid: | Client: [ Country Code: | Lower Value: Upper Value Lower Perc.: Upper Perc.:
process. Please note that the bullets below are collapsible. Under each area, yod | 3 D7C 300 0001 10000.00 10000.00 - -
find links for accessing configuration screenshots from the Dec 2007 auditand 3 | , D7C 300 AR00 - N N N
to the September 2008 KPI detail reports for comparison
5 _DiC 300 BR10 20.00 10.00 20.00 5.00 E
. 6 _DiC 300 BR20 20.00 10.00 20.00 5.00
. ;'_":e Way "":tcth VAC'::““t Configuration 7 _DIC_[ 300 CA02 1000.00 1000.00 10.00 10.00
¢ Disbursements to Vendors . 8 | DIC_[ 300 MX02 5000.00 5000.00 5.00 5.00
+ Three Way h.llatch - Tolerance Settings 9 D7C 300 PLO1 20.00 10.00 20.00 5.00 =
o Quantity Variance - DQ 10 D7C 300 PRO0 10000.00 10000.00 - -
o Price Variance - PP 11| D7C 300 Usoo 10000.00 10000.00 - - Baseline Sample
s Baseline - December 2007 Velocity Applicatiof | 12 D7C 300 US98 10000.00 10000.00 - - New Entry - Tolerz
Controls Audit - PP Tolerance Setting 13 Show changelog details
s KPI Report - September 2008 - PP Tolerance 14
Setting Has the tolerance limit changed 15
o Blanket PO Time Li for Price variance from 10000 for 16
Us00?
« Standard Revision 17
* Goods Issue ig
« Material Master Data — . R
e Vendor Master Data 4 » »| Sheet1 Sheet2 ~Sheet3 ¥J | m
. (1]
« Chart of Accounts and related Configuration changes duek Sy Souil u@ a

Version Upgrades
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Three Way Match - Tolerance Limits - Price
Variance

Number of Company Codes Monitored
for Invoice Price Variance

10 New Company Code Added
8

6
4
2 m Number of Company
0 : : : : : Codes Monitored for
Invoice Price Variance
&S ,\\ob S FPLFLSLS
R (_)éé e QI(/’L O’L Q% ?;\’L \A,L Q&’b
2>
.(,,?zA (\(,Q’ I SR S e
N\
Qﬂ Q}’b'
¢
&0
Mode CoCode Tol. Key Old Val. New Val. Old Check New Check
New US98 DQ - 200.00 - X
New US98 LD - 45.00 - X
New US98 PP - 10000.00 - X

—HSACA
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Comparison with Baseline - Disbursement
Bank Accounts

KPI SNAPSHOT VIEWER - VELOCITY P2P
APPLICATION CONTROLS

LOG ONTO KPI

Click on a process name for viewing the process flow and documentation for that
process. Please note that the bullets below are collapsible. Under each area, you will
find links for accessing configuration screenshots from the Dec 2007 audit and a link
to the September 2008 KPI detail reports for comparison

 Three Way Match - Account Configuration
+ Disbursements to Vendors
o Bank Account / Sub Account Configuration
= Baseline - December 2007 Velocity Applicati

Controls Audit - Citibank SubAccount Wreor Paying Company Code US00,
Configuration for ACH payments, payment

= KPI Report - September 2008 - Citibank L e G

SubAccount Configuration 1009009993
Available Amounts for Disbursements Processing
Value Dates
Addition of New Bank Accounts
Addition of New Paying Company Codes
Three Way Match - Tolerance Settings
Standard Revision
Goods Issue
Material Master Data
Vendor Master Data

O o0 0 o
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Disbursement Bank Account Configuration

L=

Table View Edit Goto Selection Utilities(M)

System Help

R

@ =2 39aH Cee CHE YDLD PR @@

Display View "Bank Accounts": Overview

Paying company code

USee| HP US COMPANY CODE

< (JBank Selection
[JRanking Order
£ Bank Accounts
([ Available Amounts
(Jvalue Date
[JExpenses/Charges

[ K1/

House b |P |Curr |AccountID|Bank subaccount |Clear.acct

Charge ind |Bus

CITOC C USD CITDC 1009069999
CITOD D USD CITDD 109969999
CITOD E USD CITDD 1009009999
CITDH H USD CITDH 1099069999
CITID L USD CITDE 10996089999
CITID M USD CITOL 1009009999
CITIN U USD CITNY 1027009999
CITNE B USD CITNB 1027609999
CITNF F CAD CITNF 1009009999
CITNF F CHF CITNF 1009009999
CITNF  F DEM CITNF 1009009999
CITNF F ESP CITNF 10996069999
CITNF F EUR CITNF 1009009999
CITNF  F FRF CITNF 1009009999
CITNF F GBP CITNF 1009009999
CITNF  F JUPY CITNF 1009009999
CITNF  F NLG CITNF 1009009999
CITNF F USD CITNF 1009009999
CITNG G CAD CITNG 1099609999
CITNG G CHF CITNG 1009009999
CITNG G DEM CITNG |1669009999 ‘

K] 3 I e R

D e 1 E

£

Position... Entry 1 0f 38

[® Inbox

- Microso... / FinanceNet - W... |

[ 2 SAP Logonf... ¥ @ 2 Microsoft O... e e AN o]

[ | sPRO [l | dbcid7c | OVR

WE G 905AM
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Disbursement Bank Account Configuration

= a — =@ % ]
KPI SNAPSHOT VIEWER - VELOCITY P2P ‘/ ‘:’;\ = s KPI Sept 2008 KPI Report- Bank Accounts.xlsm - Microsoft Excel =1=1 <« )
A —
APPLICATION CONTROLS - Home Insert Page Layout Formulas Data Review View @ -7 X
== % | Aral vl - |||S== S General (I A 5% Insert ~ 3 - w L?a
LOG ON TO KPI & 3 ||B Z U ~|A a7 === % | 3% Delete ~ | (8]~ 7
Paste a Styles | ... Sort & Find &
- o[> A |[EE]  ||% % ~ | [E)Format - | 2~ Filter~ Select~
Click on a process name for viewing the process flow and documentation for| Clipboard ™ SN i ARG e Number Rl ELRng
process. Please note that the bullets below are collapsible. Under each area, A192 - (» fe ] D7C ¥
find links for accessing configuration screenshots from the Dec 2007 audit af | \
to the September 2008 KPI detail reports for comparison E E G H 1
. 183 U SKK SKK 321520
+ Three Way Match - Account Configuration 134 U SKK SKK 321510
« Disbursements to Vendors 185 C TWD CHEC 11010000
o Bank Account / Sub Account Configuration 186 T TWD SAVED 11010000
= Baseline - December 2007 Velocity Applica{|187 V SAVE 11030000
Controls Audit - Citibank SubAccount 188 D UAH 1 51100001
Configuration 189 D UAH 1 51100001
= KPI Report - September 2008 - Citibank 190 \' USD 2 52184021
SubAcount Configuration 191 C UsD CITDC 1009009999
o Available Amg¢ :az :”;e bastEIitqle'Chf;og;:o;;;;he )C 192 A Usb CITDD 1009009999
U count s S
o Value Dates |for poymant mathod A for 193 D UsD CITDD 1009009999
o Addition of NeSITED ? M 4 » M| Sheetl - Sheet2 ~ Sheet3 -~ ¥J | il [
o Addition of New Paying Company Codes Ready Average: 504505149.5 Count:11  Sum: 1009010299 Lﬁ =] (O——U— ()

+ Three Way Match - Tolerance Settings
« Standard Revision

* Goods Issue

+ Material Master Data

+ Vendor Master Data
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Benchmark Detail Report

A139 v fe I Comparison of Standard Accounts E
A B C D E F G H 1 J K L R
104 Comparison of Payment Blocks
105 Mode [Pymt block [ OWJTEXTL | NewTEXTL | OIdCHAR1 | New CHAR1 [ Old Pmnts blck | New Pmnts bick | Old Not chgble | New Not chgble
106 No Changes in Payment Blocks

107 Benchmark report for Disbursement Cycle
108 Comparison of Standard Accounts

109 Mode [Chrt/Accts [Trans. [Val.gp.cde [Acct modif [Val. Class | OldG/Lacct | NewG/Lacct | OldG/Lacet | New G/L acct |

110 No Changes in Standard Accounts [

111 Comparison of Payment Methods

112 Mode [CoCode [ OdCoCd | NewCoCd | OIULSKI | NewULSK1 | OIdULSK2 | NewULSK2 | OIdULSD1 | NewULSD1 | OIdULSD2 | New ULSD2
113 No Changes in Payment Methods

114 Comparison of Ranking Order for automatic Payments

115 Mode [CoCd [Pmt method  [Currency [ | Ol1d House bank | New House bank| Old House bank | New House bank| OIdHKTIW | New HKTIW |

116 No Changes in Ranking Order for automatic Payments [

117 Comparison of Paying Company Codes

118 Mode [CoCd | OdMNDS | NewMNDS [ OIdMINDH | New MINDH [ Old Pmt Advice [ New Pmt Advice | Old ExRt diff. | New ExRt difft | OIdEFORN | New EFORN
119 No Changes in Paying Company Codes

120 Comparison of Available amounts for automatic Payments

121 Mode [CoCode [House bank  [AcctID [Days [Currency | OWdBETRA | NewBETRA | OIdBETRE | NewBETRE |

122 No Changes in Available amounts for automatic Payments | 1
123 Comparison of Bank accounts for automatic Payments 1
124 Mode [CoCd [House bank  [Pmt method  [Currency [ OldAcctlD | NewAcctD | OIdUKONT | New UKONT [ Old Clearacct | New Clear.acct | Old Charge ind
125 No Changes in Bank accounts for automatic Payments

126 Comparison of Expenses_Charges for automatic Payments

127 Mode [CoCd [Charge ind [ | Old Currency | New Currency | OIdSPES1 | NewSPES1 [ OIdSPES2 | New SPES2 | OId BETRG R | New BETRG R
128 No Changes in Expenses_Charges for automatic Payments |

129 Comparison of Value dates for automatic Payments

130 Mode [CoCode [Pmt method  [House bank  [Acct ID [ | _Old Currency | New Currency | OIdANZTG | New ANZTG | OId BETRG R [ New BETRG R
131 No Changes in Value dates for automatic Payments

132 Comparison of Payment Terms

133 Mode [Pmntterms  [Day limit | Old Explanatn | New Explanatn [ OIdZFAEL | NewZFAEL | OIdZMONA | NewZMONA [ OIdZTAG1T | NewZTAG1 | OId ZPRZ1
134 No Changes in Payment Terms

135 Comparison of Payment Blocks
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In Summary

» Challenges
» Considerations for Implementation
» Opportunities
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Challenges

» Deciding the measurements

» Determining how to pull relevant data in a timely
manner

» Setting up the automatic pull

» Dealing with the Audit traditionalist (who may be
reluctant to change)

» Following a different way - without a corresponding

methodology, auditors may not fully benefit from the
CCM tools.
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Considerations for Implementation

Expect auditors to identify KPIs as they audit

Establish practices to ensure accuracy and
completeness of data

Involve external audit
Scale appropriately for success
Develop audit methodology to accompany the tool

v

v

v Vv

>
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Opportunities

» Benchmarking focuses the examiner to consider risk
and changes to key controls in order to reduce or
eliminate inspection testing

» Benchmarking provides an opportunity to shift the SOX
effort from a checklist-adherence approach to an
ongoing risk-based view of risk benefiting governance

By being able to constantly ‘watch’ systematic controls,
examiners can more easily and confidently measure the
operating effectiveness of internal controls.
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Questions and Collaboration

Vijay Venkatesh
Hewlett-Packard, IT Audit Lead
Vijay.Venkatesh@hp.com

Carrie Gilstrap
Hewlett-Packard, IT Audit Manager
Carrie.Gilstrap@hp.com

Brad Ames

Hewlett-Packard, Internal Audit Director
Brad.Ames@hp.com
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Alignment is the Key

Compliance

<~ Accepted Assurance Frameworks
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Measuring Inactive Users as a Leading Indicator of
Security Effectiveness
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Changes in IT Controls Affect
Sustained Changes in Behavior

Trends in Revoking Access
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Single HP Finance System
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